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About the Speaker
• April L. Besl is an attorney with the law firm of Dinsmore & Shohl in Cincinnati 

Ohio.  She focuses her practice on intellectual property issues including 
trademarks copyrights trade secrets social media and internet law and hastrademarks, copyrights, trade secrets, social media, and internet law and has 
extensive experience assisting clients with emerging issues related to the 
impact of social media, the web, and technology on their business and 
marketing strategies.marketing strategies.

• April has given multiple presentations on the intersection of the law and 
social media to legal professionals, businesses, and students.  Her recent g p , ,
ExecSense presentation on protecting brands on social media was named a 
Top Read by JD Supra for the month of July.  She was also featured in the 
“Fifth Third Business Beat” TV program that originally aired on CET-PBS on 
F id J 5 2009 di i th i hi h b i dFriday, June 5, 2009, discussing the ways in which business owners and 
management can protect their companies when employees are using social 
networking sites.

What General Counsel Need to Know About Protecting Their Company's Trademarks on 
Social Media Sites such as Facebook, Twitter, YouTube & Others

April Besl
www.ExecSense.com  © ExecSense, Inc.
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Why Do You Want a Social Media Policy?

• (1) Companies Far Too Often Ignore the True Impact of Social Media 

• (2) “Banning” Social Media is Not the Answer

• (3) The Biggest Risks from Social Media Can Come From Within the Company

• (4) Employees Aren’t The Only Company Representatives

• (5) Not Having a Policy Can Take Away Your “Teeth”

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Ignoring the Impact of Social Media
• Consider the Facts – In 2010 in an Average of 2 Hours: 

• 25000 New Users Joined Twitter

• 5.4 Million Tweets Were Sent

• 5 Million New Status Updates Were Published on Facebook

• 1.6 Million Facebook Apps Were Installed

• 167 Million Videos on YouTube Were Viewed

• Companies Often Don’t Realize There Are Real Dollars Lost By Ignoring Social Media:

• Lost ROI from Social Media Marketing Initiatives 

• Missed Opportunities to Interact With Consumers (Both Existing and Prospective)

• Missed Hidden Costs to Business

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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“Banning” Social Media is Not the Answer

• Exemptions for Certain Employees “Destroy” Scheme (e.g. Marketing Campaigns)

S i l M di i Al a s A il bl Ph Whi h C A t ll D• Social Media is Always Available on Phones – Which Can Actually Decrease 
Productivity More Than When Used on PC’s!

• Proxy Site Usage By Employees To Get Around FirewallsProxy Site Usage By Employees To Get Around Firewalls 

• Can Lead to Malware, Viruses, and Compromise Network Security!

• Use By Employees Can Be Uneducated and Dangerous 

• Complete Lack of Collaboration Between Company and Lost New Ideas for Company 
E dEndeavors

• Studies Have Shown That Use of Social Media at Work Does Not Impact Productivity
Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 

Company
April L. Besl
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The Biggest Risks Are Internal
• Employees Can Create Trouble By Saying Things On “Behalf” of the Company

• Employees Can Say Things on Social Media Sites That Create Controversies and 
Negative Consequences for the Company

Authorized Employees Can Inadvertently “License” Images to Social Media Sites• Authorized Employees Can Inadvertently “License” Images to Social Media Sites

• Employees Can Disclose Confidential Information Without Realizing It

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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The Biggest Risks Are Internal
• Honda’s Social Media Employee Crosstour Blunder….

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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The Biggest Risks Are Internal
• Social Media Comments Weren’t Too Positive….

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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The Biggest Risks Are Internal
• But There Were Some Positive Comments… Only One Was Made By a Honda 

Employee Pretending to Be a Customer

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl

www.ExecSense.com  © ExecSense, Inc.
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The Biggest Risks Are Internal
• Post Was Removed by Honda Because It Violated the Companies Social Media Policy:

“Eddie Okubo is a manager in Honda Product Planning. His post was 
removed for two reasons: 1) He did not first state that he is a Honda )

employee and that his posting is his personal -- not Honda's -- opinion. 2) 
He is not a spokesperson for Honda.”

A Social Media Policy Was Key Here!

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Employees Aren’t The Only Representatives 

• When Thinking About a Social Media Policy Just Don’t Think of Your Employees

• The Public Face of A Company Can Have Just as Big of an Effect as an Employee!

• Corporate Representatives (e.g. Donald Trump)

• Characters (e.g. Old Spice Guy, Tony the Tiger, Mayhem) 

• Spokespersons (e.g. “Jack McCoy” for Insurance) 

• While These Individuals Might Not Have Access to Trade Secrets or Confidential 
Information They Can Easily Turn the Tide of Public Opinion Against You!Information – They Can Easily Turn the Tide of Public Opinion Against You!

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl

www.ExecSense.com  © ExecSense, Inc.
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Don’t Go Without Your “Teeth”
• Moving Forward Without a Social Media Policy in Place is 

Dangerous

• Social Media Policies are Necessary to Protect the Company Against Improper 
Use By Employees. 

• Example: Delta Flight Attendant

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Creating a Social Media Policy
• (1) Be Positive and Emphasize Collaboration – Don’t Make It All About What The 

Employee Can’t Do

• (2) Try to Educate Employees When Using Social Media

(3) Use Site Specific Examples Where Appropriate• (3) Use Site Specific Examples Where Appropriate

• (4) Pay Attention to Industry Standards and Norms

• (5) Leave It Open for Future Social Media Sites

(6) Make Sure The Policy Has “Teeth” In the End• (6) Make Sure The Policy Has “Teeth” In the End

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl

www.ExecSense.com  © ExecSense, Inc.
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Be Positive and Emphasize Collaboration 

• Social Media Policies Should Not Discourage Employee Use – Again Cuts Off the 
Benefits of Social Media!

• Focus on Guidelines to Help Employees When Using Social Media

Encourage Honesty and Respect in Posting• Encourage Honesty and Respect in Posting

• Discuss Benefits of Social Media 

• Encourage Employees to Work With Company Representative to Ensure 
Compliance While Also Finding Innovative Ways to Use Social Media

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Educate Employees 
• Education is Key to Eliminating Many of the Dangers of Social Media

F E l• For Example: 

• Address Cyber Bullying, Hacking, Fraud, Harassment and Unethical Behavior

• Privacy Settings on Pages

• Prohibit Disclosure of Confidential or Proprietary Information• Prohibit Disclosure of Confidential or Proprietary Information

• Intellectual Property Concerns

• Financial Disclosures Affecting the Company (Publicly Traded Companies 
Especially)

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Site Specific Examples
• Sometimes It Will Be Beneficial To Specifically Reference Policies or Terms Applicable 

to Certain Sites

• Examples

LinkedIn Recommendations• LinkedIn Recommendations

• Wikipedia Pages

• Second Life and Other Virtual Worlds

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Industry Standards and Norms
• When Drafting the Policy Pay Attention to the Industry Standards and Norms Applicable 

to Your Company

• How Are Other Companies Drafting Policies?

What Specific Terms Apply Directly to Your Industry?• What Specific Terms Apply Directly to Your Industry?

• What Specific Regulations Apply to Your Industry?

• Are There Any Special Laws That Apply?

Make Sure These Special Rules Regulations Standards and Norms are• Make Sure These Special Rules, Regulations, Standards, and Norms are 
Reflected in Your Policy!

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Don’t Narrow Down to Current Sites
• Remember That Social Media is Changing All the 

Time
• What is Hot Today Won’t Be Hot Tomorrow!

• Leave Open the Policy So That The Company CanLeave Open the Policy So That The Company Can 
Revise or Update the Policy at ANY Time and State 
That It Applies to All Future Social Media Sites

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Give the Policy “Teeth”
• The Policy Isn’t Effective Unless It Gives the 

Company the Ability to Take Action for Violations

• Be Clear That Failure to Comply Can Lead to 
Disciplinary Action Up to And Including 
Termination!Termination!

• Failure to Include Such Terms Can Be Used 
Against the Company in Litigation Later On for 
Wrongful Termination!

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Other Fantastic Social Media Policies
• These Companies Have Created Excellent Policies That Really Set Forth Guidelines 

for Employees While Providing Protection to the Company

Company URL
IBM http://www.ibm.com/blogs/zz/en/guidelin

es.html
Intel http://www.intel.com/content/www/us/en/l

egal/intel-social-media-guidelines.html
BBC http://www.bbc.co.uk/guidelines/editorial

guidelines/page/guidance-blogs-
personal-summary

Kodak http://www.kodak.com/US/images/en/cor
p/aboutKodak/onlineToday/Social_Media
_10_7aSP.pdf

Wh t G l C l N d t K Ab t C ti S i l M di P li f Y

Microsoft (Also Has Separate Blogging 
Policy Linked in Policy)

http://socialmediagovernance.com/MSF
T_Social_Media_Policy.pdf

What General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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How to Handle Employees Who 
Violate the Social Media Policyy
• (1) Don’t Panic and Immediately Throw Up Retraction or Delete Posting

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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Don’t Panic
• Chrysler Had It’s Own “Panic” Moment in March 2011 When A Strange Tweet Appeared 

on the Chrysler Twitter Page…

Wh t G l C l N d t K Ab t P t ti Th i C ' T d kWhat General Counsel Need to Know About Protecting Their Company's Trademarks on 
Social Media Sites such as Facebook, Twitter, YouTube & Others

April Besl
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Don’t Panic
• The Tweet Was Quickly Deleted and Replaced By An Apology from Chrysler…

• However, Insiders At the Company Let Slip to the Media That It Was in Fact An 
Employee of the Social Media Agency in Charge of Chrysler’s Twitter Page That HadEmployee of the Social Media Agency in Charge of Chrysler’s Twitter Page That Had 
Posted a Tweet Thinking It Was Their Own Personal Account 

Wh t G l C l N d t K Ab t P t ti Th i C ' T d kWhat General Counsel Need to Know About Protecting Their Company's Trademarks on 
Social Media Sites such as Facebook, Twitter, YouTube & Others

April Besl
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How to Handle Employees Who 
Violate the Social Media Policyy
• (1) Don’t Panic and Immediately Throw Up Retraction or Delete Posting

• (2) Remember That Any Mistake Can Also Be An Opportunity to Connect With The 
Public in a New and Different Way

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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See Opportunities
• If Handled Correctly, The Impact of Social Media Mistakes Can Be Less 

Problematic!

• American Red Cross Dealt With Its Own Social Media Faux Pau in 
February 2011

• American Red Cross Social Media Representative Accidentally Tweeted 
Something on The Red Cross Page Thinking It Was Her Own….

Wh t G l C l N d t K Ab t P t ti Th i C ' T d kWhat General Counsel Need to Know About Protecting Their Company's Trademarks on 
Social Media Sites such as Facebook, Twitter, YouTube & Others

April Besl
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See Opportunities
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See Opportunities 
• The Red Cross Realized the Mistake and Removed The Tweet, Replacing It With…

Wh t G l C l N d t K Ab t P t ti Th i C ' T d kWhat General Counsel Need to Know About Protecting Their Company's Trademarks on 
Social Media Sites such as Facebook, Twitter, YouTube & Others
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See Opportunities
• What Could Have Been a Marketing Nightmare Actually Had a Happy Ending

• Dogfish Head Brewery Encouraged Donations from Its Customers and Many Followed 
Through

Red Cross Followers Also Pledged Donations Appreciating the Humor of the Situation• Red Cross Followers Also Pledged Donations Appreciating the Humor of the Situation

Wh t G l C l N d t K Ab t P t ti Th i C ' T d kWhat General Counsel Need to Know About Protecting Their Company's Trademarks on 
Social Media Sites such as Facebook, Twitter, YouTube & Others
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How to Handle Employees Who 
Violate the Social Media Policyy
• (1) Don’t Panic and Immediately Throw Up Retraction or Delete Posting

• (2) Remember That Any Mistake Can Also Be An Opportunity to Connect With The 
Public in a New and Different Way

(3) Stay Within the Guidelines of the Policy• (3) Stay Within the Guidelines of the Policy

• Don’t Remove the Benefits and Protection of the Policy By Taking Action Outside 
the Scope of the Policy!the Scope of the Policy!

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
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How to Handle Employees Who 
Violate the Social Media Policyy
• (1) Don’t Panic and Immediately Throw Up Retraction or Delete Posting

• (2) Remember That Any Mistake Can Also Be An Opportunity to Connect With The 
Public in a New and Different Way

(3) Stay Within the Guidelines of the Policy• (3) Stay Within the Guidelines of the Policy

• (4) Take Necessary Action – Still Within the Guidelines of the Policy 

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
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Conclusions
• (1) Get a Social Media Policy in Place Today!

• (2) Educate Employees As Policy is Implemented

• (3) Focus on a Collaborative Approach Designed to Maximize the Benefits of Social 
Media for Employees and CompanyMedia for Employees and Company

Wh t G l C l N d t K Ab t C ti S i l M di P li f YWhat General Counsel Need to Know About Creating a Social Media Policy for Your 
Company
April L. Besl
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