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What in the World is the Electronic Communications
Privacy Act? An Overview of the ECPA Hurdles in the Context

of Employer Monitoring

Lmployers have a myriad of legitimate reasons
to monitor their employees. Not only do em-
dployers face considerable liability problems,
but they must also keep track of employees’ produc-
tivity in order to run their businesses successtully.!
Nevertheless, the law must provide a balance be-
tween an employer’s right to monitor employees and
an employee’s right to privacy. Fortunately,
the Electronic Communications Privacy Act
(ECPA) attempts to strike such a balance.
Congress enacted the ECPA to provide greater
protection of an individual's
emerging communication technologies in the
private sector.? Yet, even with this federal
statutory protection, employees still have dif-
ficult hurdles to overcome before recovering
damages under the ECPA.

The ECPA “prohibits the intentional or will-
ful interception, accession, disclosure. or use
of one's electronic communication.”™ The
ECPA amended Tite 111 of the Omnibus
and Safe Streets Act—known
Federal Wiretap Act—
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The ECPA contains three excep-
tions that are applicable o employ-
ers’ monitoring of employees in the
private sector: monitoring communications used for
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some of the potental pitfalls for employers, employ-
ees, and attorneys practicing in this area of the law.

The Business Use Exception
The “business use” exception asserts that any
equipment or component used in the ordinary
course of business is not considered an electronic
device, and therefore an employer who uses such a
device is exempt under the ECPA.9 The determining
factor is whether the interceptor device is used in the
ordinary course of business.!® Courts often use two
methods when applying the business use exception:
the content approach and the context approach. il
The content approach allows employers to moni-
tor “business-related” communications but not per-
sonal communications.!? When applying this ap-
proach, the courts focus primarily on the subject
matter of the intercepled communication.’? For ex-
ample, in Warkins ¢, LM Berry & Co., the US. Courl
of Appeals for the Eleventh Circuit ruled that the em-
ployer's conduct—intercepting an employee's per-
call discussing a job inten
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In a differing opinion—7Briggs . American Air Fil-
ter Co.—the U.S. Court of Appeals for the Fifth Cir-

cuit decided that it is in the ordinary course of busi-

the telephone or

ness for an employer 1o intercept a call if the em-
ployer suspects that the employee is disclosing confi-
dential business information. 10 Similarly. in Epps e
St Mary's Hospital of Athens Inc.. the Eleventh Circuit
held that an employer's interception of a telephone
conversation between employees who criticized the
The Eleventh
Circuit found that the conversation was a
call” because it transpired during office hours and
the employer had a legitimate interest in keeping a
stable sork environment.

The content approach concentrates on the subject
of the interception. whereas the context approach fo-
cuses on the circumstances of the interception that is
being challenged.’® The context approach centers on
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the workplace environment as opposed 1o the con-
tent of the conversation and takes into account cer-
tain factors in order to determine the employer's rea-
soning for monitoring the communication. 19 The ulii-
mate test the courts use when applying the context
approach is whether the employer had a legitimate
business interest that justified the interception.20

In United States v. Harpel, the U.S. Court of Ap-
peals for the Tenth Circuit established that, at a mini-
mum, employers must sufficiently inform employees
of the possibility that their communication could be
intercepted.2! Reiterating the importance of notice,
the Tenth Circuit, in James v. Newspaper Agency
Corp., upheld a monitoring system after the employer
proved that the purpose of the interception system
was to protect employees from abusive calls and to
help supervisors train employees in customer com-
munication.?? The court also found it significant that
employees had prior notice of the system.?3

More recently, in Deal v, Spears, the Eighth Circuit
articulated a two-pronged test for the context ap-
proach.?? The court required that “the intercepting
equipment must be furnished to the user by the
phone company or connected 1o the phone line, and
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it must he used in the ordinary course of business.
Because the employer had purchased the monitoring
device separately from the finn’s communications
system, the court found that the monitoring did not
meet the ordinary business use exception. The court
also concluded that the employer’s asserted justifica-
tion for business use of the device
glars—was insulficient because the employer had
monitored the employee’s calls even when they were

to catching bur-

clearly personal and unrelated to the employer's
business interest.20
The Service Provider Exception ~

Along with the business use exception, the ECPA
also establishes a “service provider” exception, which
exempts employers from the law when they provide
“electronic communication service.”” This exception
permits network providers to intercept an employee’s
communications that are conducted during the ordi-
nary course of business that are "necessary to the
rendition of service,” or “necessary to protect the
rights or property” of the company.2® This exception
is broad, because most employers provide electronic
communications to their employees; therefore, em-
ployers may almost always meet the service provider
exemption.??

The Consent Exception

Another exception 1o the ECPA is the consent ex-
ception, which provides that an interception is lawful
if one of the parties to the communication gives prior
consent to the interception.3® Employers may gain
consent either by publishing a monitoring policy or

LABOR continued on page 14

1tis not surprising that antitrust
law enforcement, grounded on
such precise concepts as ‘unrea-
sonable’ and ‘unfair,” has allowed
policy-making prosecutors and
judges to careen crazily across the
legal landscape for generations. s

—DANIEL OLIVER
former chairman
Federal Trade Comimission
Drawing on 50 years of experience
with U.S. antitrust laws, attorney
Edwin S. Rockefeller sheds light on
why lawmakers, bureaucrats, aca- <
demics, and journalists use arbitrary
and irrational laws and enforcement "}
mechanisms to punish businesses
rather than promote comperition.

=

$16.85 o hardeover © 878-1-933995-09-0

Now in paperback!

Epstein provides an astonishingly
detailed account of the reforination
of the U.S. Constitution in surpris-
ingly few pages. He highlights every
major court case that altered the
original ideals of the Constitution
ever so slightly, but that turned out
in the end to land America drastically
far from the sound political ideals
with which it had begun.g5
—ECONOMIC AFFAIRS

University of Chicago professor of law
Richard Epstein explores the funda-
mental shift in polirical and econonuc
thought in the Progressive Era and

how the Supreme Court used those

T i e 2 H
$10.85 ° paperhack ° 978-1-933995-06-9
$15.95 © hardcover = 978-1-30865-87-7

ideas ro undermine the Constirution.

ggIn view of so many Americans’
alarming lack of knowledge of why
we are Americans, the Cato Supreme
Conrt Review is essential reading g5
—NAT HENTOFF

syndicated columnist
Village Voice . e

. - . R b DI i
Published every September, the Cato & guprpeM
Supreme Court Review brings together e
leading legal scholars to analyze key

couvnR”T
cases from the Court’s most recent o -

term, plus cases coming up. Now in R VIEW
its sixth edition, the Review is the first
scholarly journal to appear after the
term’s end and the only one to critique &
the Court from a Madisonian per-
spective, grounded in the nation’s
first principles, liberty and limired
government.

November/December 2007 | The Federal Laweyer | 13



LABOR continued from page 13

by adequately informing employees of the policy .31
Moreover, actual consent may be implied from the
circumstances.3? However, knowledge of the possi-
bility of interception does not always imply employ-
ee consent.3 Furthermore, the employer must not
have a criminal or tortious purpose for the intercep-
tion, such as extortion, blackmail, or intent to cause
emotional distress.34

In Watkins v. LM. Berry & Co., the Eleventh Cir-
cuit ruled that consent cannot be systematically im-
plied because it would negate the purpose of the
ECPA’s consent exception.?> Similarly, in Deal v.
Spears, the Eighth Circuit concluded that an employ-
er must prove more than a mere capability of moni-
toring to meet the consent exception. In Deal, the
employer told employees that the business “might”
need to intercept calls to deter the increasing amount
of personal calls, and the court determined this justi-
fication was insufficient to meet the consent exemp-
tion.

“Contemporaneous” Exception

In addition to the three exceptions enumerated by
the ECPA, there is a judge-made “contemporaneous”
exception for “electronic communications.”¢ In Steve
Jackson Games Inc. v. United States Secrel Service, the
Fifth Circuit ruled that a violation under the ECPA re-
quires the interception to be contemporaneous with
the transmission. In other words, in order 10 violate
the ECPA, an employer must intercept an e-mail at
the time it was sent and before it was stored in the
employer's e-mail system. The court found thar Con-
gress had not intended for the word “intercept” 1o

apply to “electronic communications” when those
communications are located in “electronic storage.”
In Konop v. Hawaiian Airlines inc., the Ninth Circuit
held that “for a sebsite such as Konop's to be “inter-
cepted” in violation of the Wiretap Act, it musi be ac-
quired during transmission, not while it is in elec-
tronic storage.”37

In contrast, in United States v. Councilman, the
First Circuit disagreed with the Konop ruling when
the court concluded that e-mail in temporary storage
can still be “intercepted” within the meaning of th
ECPA and is not required to be “in transmission’
when it was intercepted.38 According to the Council-
man coust, “we doubt that Congress contemplated
the existential oddity that Councilman's interpretation
creates: messages briefly cease 10 be electronic
communications for very short intervals, and then
suddenly become electronic communications again.”

&7

Conclusion

The ECPA attempts to strike a balance between an
employer’s right to monitor emplovees and an em-
ployee’s concerns about privacy. By prohibiting the
intentional interception, accession, disclosure, or use
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of electronic communications, the ECPA attempts to
alleviate employees’ concerns about their privacy.
On the other hand, the ECPA addresses the needs of
employers by establishing three exceptions to this
general rule. Whether they represent employers or
employees, attorneys practicing in this area of the
law need to understand how various federal courts
have interpreted the ECPA and its exceptions and be
aware of the potential pitfalls employers and em-
ployees as well as their attorneys can encounter in
cases involving monitoring of employees’ électronic
communications.

Michael Newman is a partner in the Labor and Em-
ployment Department of the Cincinnati-based Sirm,
Dinsmore & Shobl LLP, where he serves as chair of
the Labor and Employment Appellate Practice Group.
He is a vice president of the FBA’s Sixth Circuit.
Shane Crase is an associate in the same depaitment
and treasurer of the Cincinnati-Northern Kentucky
Chapter of-the FBA. They may be reached at
michael newman@dinslaw.com and shane. crase
@dinslaw.com, respectively.
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the licensor upon the licensee, it is likely that the li-
censor will be burdened with the defense and in-
demnity for design defects—Dboth alleged and actual
defects. Defects interjected by negligence in manu-
facturing (including lack of quality control and defec-
tve or improper materials) are typically made the re-

sponsibilite: of the manufaciuring licensee. Breaches

i or express warranties are generally found-

1t 1o the

product approval process or a licensee's promotional
,

1 labeling, and these may rex

program: therefore, liability between the licensor and
licensee will rest as it was negotiated by the parties
to the agreement.

In the United States. insurance covering losses as-
sociated with such injuries may be costly or difficult
to obtain. If one of the licensing parties does not
have liability insurance to cover the licensed proper-
v, the indemnity provisions of the license agreement
may become meaningless in the event that this party
also does not have the financial resource to bear the
costs of litigation and indemnity. In such a case, it
may be incumbent on the other party to prescribe
some additional security to protect its investment.

Conclusion

The licensing process is a business tool used to
commercialize intellectual property. As long as the
property can be quantified—either in a registered
document such as a patent, trademark, or set of
specifications or sequential steps in a manufacturing
process—it is capable of being sold, leased, or trad-
ed. The approach to licensing begins with the recog-
nition and evaluation of the respective needs of the
parties in reaching agreement. The task concludes
with the adoption of assurances, guarantees, and al-
ternative obligations in the event the commercial sit-
vation should change or go awry. In the middle re-
mains the continuing interest of the licensor and li-
censee to maintain the value of the licensed property
in order to continue (or expand) the commercial re-
turn on the investment.

H. Roy Berkenstock is a patent and trademark atior-
ney in the Memphis, Tenn., office of Wyail, Tarrant &
Combs LLP. He can be reached ai (901) 537-1108 or
rberkenstock@uwyatlfirn.com. © 2007 H. Roy Berken-
stock. All rights reserved.
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